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Introduction

Purpose

Audience

Definitions

Computer accounts are the means used to grant sadoesTSSWCI
Information Resources. These accounts provide anmeof providin
accountability, a key to any computer security paog for Informatio
Resources usage. This means that creating, domirobnd monitoring ¢
computer accounts is extremely important to analleecurity program.

The purpose of the TSSWCB Account Management Sgc®olicy is tc
establish the rules for the creation, monitoringntool and removal of us
accounts.

The TSSWCB Account Management Security Policy agpkqually to &
individuals with authorized access to any TSSWCBrination Resources.

Information Resources (IR): any and all computer printouts, online dis|
devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving emdirowsing Web sites, or otherw
capable of receiving, storing, managing, or tramémg electronic da
including, but not limited to, mainframes, serversersonal compute
notebook computers, hamid computers, personal digital assistant (P
pagers, distributed processing systems, networkchath and comput
controlled medical and laboratory equipment (i.eabedded technolog
telecommunication resources, network environmentslephones, fe
machines, printers and service bureaus. Aduillyg, it is the procedure
equipment, facilities, software, and data thatdesigned, built, operated, ¢
maintained to create, collect, record, processtesteetrieve, display, a
transmit information.

Information Resources Manager (IRM): Responsible to the State Béxa:
for management of the agency’s information resauréte designation of
agency information resources manager is intendedestablish clei
accountability for setting policy for informationesources managen
activities, provide for greater coordination of thete agency's informati
activities, and ensure greater visibility of sudtivaties within and betwee
state agencies. THBM has been given the authority and the accoultitiabiy
the State ofTexas to implement Security Policies, Proceduramctiee
Standards, and Guidelines to protect the InformaResources of the ager
If an agency does not designate &M, the title defaults to the agenc
Executive Drector, and the Executive Director is responsioieadhering t
the duties and requirements of an IRM.
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Definitions, continued Information Security Officer (ISO): Responsible to the execut

management for administering the information ségufinction within thi
agency. The ISO is the agency’s internal and eatgoint of contact for ¢
information security matters.

Security Administrator: The person chargedwith monitoring an
implementing security controls and procedures faystem. Whereas et
agency will have one Information Security Officeghnical management nr
designate a number of security administrators.

System Administrator: Person responsiblfor the effective operation &
maintenance of Information Resources, includinglémentation of standa
procedures and controls to enforce an organizatieecurity policy.
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Account Management ¢
Policy

All accounts created must have an associated requksiparoval that
appropriate for the TSSWCB system or service.

All users must sign the TSSWCB Information Resosircgecurit
Acknowledgement agreement before access is givan &xcount.

All accounts must be uniquely identifiable using #ssigned user name.

All default passwords for accounts must be constdin accordance wi
the TSSWCB Password Policy.

All accounts must have a password expiration trahmpies with th
TSSWCB Password Policy.

Accounts of individuals on extended leave (morentBa days) will b
disabled.

All new user accounts that have not been accesseinws0 days c
creation will be disabled.

System Administrators or other designated staff:

are responsible foremoving the accounts of individuals that che
roles within the TSSWCB or are separated from thedationship witl
the TSSWCB

must have a documented process to modify a useouatctc
accommodate situations such as name changes, éiogotimngesnc
permission changes

must have a documented process for periodicallieveng existing
accounts for validity

are subject to independent audit review

must provide a list of accounts for the systemgy thd@minister whe
requested by authorized TSSWCB management

must cooperate with authorized TSSWCB managemesasiigating
security incidents

Disciplinary Actions Violation of this policy may resultni disciplinary action which may inclu
termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultaditemissal for interns al
volunteers; or suspension or expulsion in the s student. Aditionally,
individuals are subject to loss of TSSWCB InforroatiResources acci
privileges, civil, and criminal prosecution.
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Supporting
Infor mation

Reference #
1

2

This Security Policy is supported by the following Security Policy
Standards.

Policy Standard detail

IR Security controls must not be bypassed or dézhbl

Security awareness of personnel must be continegamliphasized, reinforce
updated and validated.

All personnel are responsible for managing ther IR and are aotintabl
for their actions relating to IR security. Persdrer@ also equally responsi
for reporting any suspected or confirmed violatiarfs this policy to th
appropriate management.

Passwords, Personal Identification Numbers (PINgoufity Tokens (i.e
Smartcard), and other computer systems securityepoges and devices sl
be protected by the individual user from use bydisclosure to, any oth
individual or organization. All security violationshall be reported to t
custodian or owner department management.

Access to, change to, and use of IR must be stgettured. Information acct
authority for each user must be revahon a regular basis, as well as eac
status change such as: a transfer, promotion, demobdr termination ¢
service.

The use of IR must be for officially authorized imess purposes only. Thert
no guarantee of personal privacy or accedsdts such as, but not limited

email, Web browsing, and other electronic discussamls. The use of the
electronic communications tools may be monitoredfuifill complaint ol
investigation requirements. Departments responsfble the custody ah
operation of computers (custodian departments) bealesponsible for prog
authorization of IR utilization, the establishmefieffective use, and reporti
of performance to management.

Any data used in an IR system must be kept cortialeand secure by tr
user. The fact that the data may be stored eléctiby does not change t
requirement to keep the information confidentiad aacure. Rather, the type
information or the information itself is the basis determining whether tl
data must be kept confidential and secure. Furtheriifitihés data is stored ir
paper or electronic format, or if the data is cdpiprinted, or electronical
transmitted the data must still be protected asidential and secured.
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Supporting This Security Policy is supported by the following Security Policy

Information, Standards.

continued

Reference # Policy Standard detail

9 On termination of the relationship with the agensers must surrender

property and IR managed by the agency.s&lkcurity policies for IR apply
and remain in force in the event of a terminatekhti@nship until suc
surrender is made. Further, this policy survivestémminated relationship.

16 Custodian departments must provide adequate aamedsols in oder tc
monitor systems to protect data and programs frasuse in accordance w
the needs defined by owner departments. Accesshaystoperly documente
authorized and controlled.

17 All departments must carefully assess the risk whuthorized adiration
unauthorized disclosure, or loss of the data foickvithey are responsible ¢
ensure, through the use of monitoring systems, ttiatagency is protect
from damage, monetary or otherwise. Owner and distodepartments mi
have appropriatedzkup and contingency plans for disaster recovasgth o
risk assessment and business requirements.

Refer ences Copyright Act of 1976
Foreign Corrupt Practices Act of 1977
Computer Fraud and Abuse Act of 1986
Computer Security Act of 1987
The Health Insurance Portability and Accountabiitt of 1996 (HIPAA)
The State of Texas Information Act
Texas Government Code, Section 441
Texas Administrative Code, Chapter 202
IRM Act, 2054.075(b)
The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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